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tat@ Cilj treninga

Upoznavanje sa konceptima Federacije Identiteta

Upoznavanje sa eduGAIN interfederacijom

Sticanje znanja i vestina potrebnih za implementaciju Davaoca Identiteta

Pridruzivanje iAMRES Federaciji Identiteta

Akademska mreza Srbije
Wwww.amres.ac.rs




@ Proces upravljanja identitetima

* |dentifikacija  Autentifikacija  Autorizacija

=




8 Digitalni Identitet

Address

e Skup atributa

Affiliation

Birth date
Entitlement

e Svrha:
* |ldentifikacija: Predstavljanje osobe u digitalnoj formi

* Autentifikacija: Dokaz da je u pitanju ista osoba koja je
pristupala servisu

* Autorizacija: Kontrola pristupa na osnovu vrednosti pojedinih
atributa

* Profil: Personalizacija, informacije o osobi kao sto su ime,
email adresa, etc.




@ Delegiranje procesa autentifikacije

al
ha




Primer

® & Signin - GitLab Xa +

&« o O & gitlab.com

(@ vRealize Automation clarin-eric/SPF-SPs... [ Mes Tickets =] Kantree STAR / Gaudais

INn @ @

GitLab.com

GitLab.com offers free unlimited (private) repositories and unlimited
collaborators.

* Explore projects on GitLab.com (no login needed)
* More information about GitLab.com

* GitLab Community Forum

* GitLab Homepage

By signing up for and by signing in to this service you accept our:

* Privacy policy
* GitLab.com Terms.

Sign in Register

Username or email

Password
Remember me Forgot your password?

Sign in with

& Google ) GitHub

W Twitter & Bitbucket

® salesforce

Remember me




@ Primer

Wristbands Beer

Crédit: https://duo.com/blog/the-beer-drinkers-quide-to-saml
Eeeee— |



https://duo.com/blog/the-beer-drinkers-guide-to-saml

@ Primer
&2 gw

Wristbands_ SP-Initiated

-=-= Start Here

e O P Finish

-
-
o 7 v -
b LC - SRR - -
-----—---_-_

Crédit: https://duo.com/blog/the-beer-drinkers-quide-to-saml



https://duo.com/blog/the-beer-drinkers-guide-to-saml

@ Federaciju Identiteta Cine entiteti

III II \
A
Davalac Identiteta Davalac Servisa

Identity Provider (IdP) ~ Home organization (HO) Service Provider (SP) ~ Relying Party (RP)

Discovery Service (DS)




@ Federacija Identiteta

® o
| \
|

e Protokol (SAML, OIDC, etc.)

« Poverenje se uspostavlja na vise nacina:
« Ugovor izmedu SP/IdP administratora (Bilateralni sporazum)
o Putem trece strane (Federacija)




@ Proces autentifikacije u okviru Federacije Identiteta

a
‘ Discovery ’
sp ’ Service ’ Users ’ sP

N
Where Are You From? University B Login Page Welcome at Resource
<3¢ [https://www.resource.ex/ | ¢'|:> [ https: //www.wayf.ex/ | @ED [ https: //www.uni-b.ex/ | ¢E> [ https://www.resource.ex/ |

Select your Home Organization "
Authenticate yourself Hans Muster's Content:
User name Your Online Content:
Hospral G ¥ sswors [T ||| Neigatiannez

[ome] oy )]
| | | |
Access Service Choose Home Provide credentials Use Service
Organisation




@ Federacija Identiteta

Federation Federation Service

Member \ Provider Fl’(:gmr

An ldentity Federation is a collection of
organizations that agree to interoperate under
a certain rule set.

Federation
Partner




@ Tipovi Federacija Ildentiteta

. Full mesh

. Hub & Spoke sa distribuiranim login
stranicama

. Hub & Spoke sa centralnom login stranicom




@ Full Mesh Federacija Identiteta

(Local)
Discovery —
Organisation Ser:vlce ld; m

Entiteti su distribuirani
Nema centralne komponente

Identity Senice
Provider  proyider

~=> SAML Assertion Flow
— Connection to User Directory
D SAML Metadata including all SPs and IdPs
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Hub & Spoke Federacija Identiteta da distribuiranim login stranicama

Centralni hub: SP za IdPs, IdP za SPs
Svaka organizacija ima svoj IdP
Centralni hub = Centralni Discovery Service

User
Directory

Identity
Provider

--> SAML Assertion Flow [} SAML Metadata including hub's SP
—— Connection to User Directory B SAML Metadata including hub's IdP
[B SAML Metadata including all other SPs
. SAML Metadata including all other IdPs
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Hub & Spoke Federacija ldentiteta da centralnom login stranicom

Organisation

________
- -

4 -
- e
-

ry '-‘_ .
/. ."..
’ ,
7 “.‘
Hub with

A special case in the sense as there is
only one single Identity Provider
in the federation

User

i Central Login
Direct Service
i Provider
-=2 SAML Assertion Flow . SAML Metadata including all SPs

—— Connection to User Directory [} SAML Metadata including central IdP




@ Entiteti, metapodaci i Federacija

Federati . Servi .
;et-:'r‘%l;orn Fedaralion Pror\z'::r ;‘::mr
e Entiteti registruju metapodatke veors

e Federacija potpisuje i distribuira

e Federacija agregira metapodatke u ;
metadata feed /
agregirane metapodatke

Metadata is the technical

-1} information required for Federation
integration between paner
members of the
federation.

T T



tﬁ‘i Interfederacija

R e -
|
! I
! I
ion | i Federation ! Service )
Federation . Service . 1
Federation A Iden Federation A Identity
Member | N Provider Provittlgr Member | Provider Provider

Users ,"

- -

; . N . k LT . : v
: (sP] —
S . =,
IdP .'.>’. :: $ “ ‘ 'ml

________________________ Federation RLT Y et
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&%@ eduGAIN Metadata Distribution Service

1. Metapodaci Federacija

2. Kreiranje eduGAIN
metapodataka

3. Potpisivanje i distribucija
eduGAIN metapodataka

4. Federacije redistribuiraju
eduGAIN metapodatke

Metadata Distribution
SerV|ce

Upstream
Federatlon
Metadata

Federation A Federation B

/»\43)&:}

Federation eduGAIN
Metadata Metadata




tﬁ‘i eduGAIN Interfederacija

Full mesh
federation
e Federation A e T—
ub and spoke
distributed
asy Rrosy federation

4] eduGAIN

Research
Infrastructure AAI

SP

@/
©
©

Federation C / Federation B

Hub / Proxy




@ eduGAIN Interfederacija

Septembar 2024:

* 80 aktivnih Federacija
* 5 kandidata

* 9100+ entiteta

/¥




15 Dostupni Servisi

eduGAIN servisi:

e MyAcademiclD

o Erasmus Without Paper, https://esci-sd.atlassian.net/wiki/spaces/EWP/overview
. Elsevier, Scopus, SciVal

»  Ostali entiteti - https://technical.edugain.org/entities .

iAMRES servisi:

. Filesender https://filesender.amres.ac.rs

o eduroam CAT https://cat.eduroam.org

e AMRES Forum https://forum.amres.ac.rs

. Sectigo https://cert-manager.com/customer/AMRES
e eduVPN, u pripremi

e eduMEET https://edumeet.amres.ac.rs/



https://esci-sd.atlassian.net/wiki/spaces/EWP/overview
https://technical.edugain.org/entities
https://filesender.amres.ac.rs/
http://cat.eduroam.org/
https://forum.amres.ac.rs/
https://cert-manager.com/customer/AMRES
https://edumeet.amres.ac.rs/

@ Komponente Federacije Identiteta

Sta je SAML protokol?

Uloga SAML komponenti

Koncept slanja atributa




Komponente Federacije Identiteta

</ds:RSAKeyValue>
</ds:KeyValue>

v<ds:X509Data>
<ds:X509Certificate> MIIDDzCCAfcCFDrdjXj5buopQY/s+nY6EZszIFENMAOGCSqGSIb3DQEBCWUAMEQXCZAIBGNVBAYT AkTUMRYwFAYDVQQKDA1JREVNIEABU1IgQUFIMROWGWYDVQQDDBRIREVNIEL 1dGFKY)
CjAeFwOyMTEXMTkxMTEYMDFaFw@yNDEXMT¢ MTEyMDFaMEQxCzAJBgNVBAYTAKTUMRYwFAYDVQQK DA1JREVNIEdBU1IgQUFJIMROWGWYDVQQDDBRIREVNIE11dGFKYXRhIFNpZ251cjCCASIWDQYIKoZI
hvcNAQEBBQADggEPADCCAQoCggEBAMay3h 2AE6hqCPUVjvCyo150KTHS9CXDIFyAoigP+Y SdloLSGwx6n6ks9aBblqlzRBIEd3CpByvX7GmBUIT13ElhxMY40Cv/ULok1GbDmQMhPScU6J1f9b
526R9Ks+BbYZYmBRX9gqmpX1R8671ES47 'TPj faDGh2xORL6mMsXjwwDJgaJCOpBCct LvCWcmUp@ucp18VHGjFAAISEb6pWQEEP] 1yqW52ggM+AHNFY6bACIRX7Qv8MonQZwXpNNBNL+Ucn
GLVBXtBftd4zq7XxPNNIF/Ele3YJGaoV "'aAyh8f/BfEs6CwucCSSCAWEAATAN BgkqhkiGIw@BAQsFAAOCAQEANn2e0]rkKQpkdyAKklho4YNXHdKGex6KyEBPGOp/Ymg062LtwPpdC
kMFoEaiZkn2NcfvTuP0Jyex400MOPDIgeqey. a t ‘u3Jd/e/hZLsm@3HsvdCou3kn eA7k0tViMu9nLwORPGHekuLd9H5I6EmCuDqgHq+EN200LB54xsAYK75LmgiW+CBoZCG/EPVGimTR

yoebeKNpAx@xIwpPF17jq4t2EBOZNjoEODip2w, I; S8p+ws3HOVoD5WVkrsLv DzedkmCm7UJ9HZYkxnKm6YVh4oghgBWf jRhqTLU6GGppIIJogDYN8sayaRIHcw== </ds:X509Certificate>
</ds:X509Data>

</ds:KeyInfo>

</ds:Signature>
v<md:Extensions xmlns:md="urn:oasis:names:tc:SAML:2.0:metada.
<mdrpi:PublicationInfo creationInstant="2024-05-23T712:14:44Z" ",

</md:Extensions>
v<EntityDescriptor xmlns:alg="urn:oasis:names:tc:SAML:metadata:algsuppor«
protocol” xmlns:init="urn:oasis:names:tc:SAML:profiles:SS0:request-init" X e
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" xmlns:shibmd="urn:mace:shibu.
entityID="https://xploreuat.ieee.org/shibboleth-sp">
v<Extensions>
v<mdrpi:RegistrationInfo registrationAuthority="http://www.idem.garr.it/" registrationInZ a / T11:00:00Z">

“/www. idem.garr.it/"/>

*//www.w3.0rg/2000/09/xmldsig#" xmlns:idpdisc="urn:oasis:names:tc:SAML:profiles:
asis:inames:tc:SAML:metadata:attribute" xmlns:mdui="urn:oasis:names:tc:SAML:m
0,7 A" xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

<mdrpi:RegistrationPolicy xml:lang="en">https://www.idem.garr.it/raw/idem-mrps-1.0.md</ma:, licy>
</mdrpi:RegistrationInfo> t
</Extensions>

v<SPSS0Descriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.@:protocol urn:oasis:names:tc:SAML. Of
v<KeyDescriptor>
v<ds:KeyInfo>
v<ds:X509Data> l D

<ds:X509Certificate> MIICuDCCAaACCQDAKCYv5apILTANBgkqhkiG9w@BAQsFADAeMRwwGgYDVQQDEXNp ZWV1eHBsb3J1Lml1ZWUub3InMB4A. JE2MTUXOVoXDTIIMDEXNZE2MTUX
0VowHj EcMBoGA1UEAXMTaWV 1ZXhwhGOyZS5pZWV 1LmIyZzCCASIWDQYIKoZIhvcN AQEBBQADgGEPADCCAQoCGQEBAMXOUOOVELSTSWX50XZSDq/LpTRA.. ® INYTkto
WNWFhFOXHN+8Lw4Z3UUQUQeal@00gj88j0saLUXKEbpTXDtT1Vo0Csu4i8hksoft YmIOMPfghilIaFMcGRE rwX+GWPxaXkdMasIwwdemL9iutVnIi5Rj0az1iiz@Wb4ZC
Hlpw02czYAQL9XSweRm7gu32g4d2pVF/1s7IR2unI2UM5RXPOUN/ 18M8BjVaTj7X SQ9eyrVIUmk7fiYskdphLoD3@xmQUXoj@gn9CaPSjSX4gNmjdDB3b5tPSt lwuMI+
Zu4L/jMSdq6EmWz1ABR+eJZesoWvmA/qMX0a5TilpZrSMnECAWEAATANBgkghkiG 9w@BAQsFAAOCAQEAYBWIt7Ere@Tq2Ut 181D4ARBCMVW20yNG34 LgmyzwA4NM35P1V
sz4/Dwn2AXx4+0Bd/27/Tq10f35687KNOGXnKSEi3CGXArRG7CUUIO0b7sY35ITBZ P+hIqpUpkhQP+Ppxpells@qkcpctqSdAm/w+MPczm4wXgPFIseWldvGysQj++4Wn

k@/GS1+3s/nolfLrf8G60uD1gb/W6L8j4n6s6kqg/z1/E0+/Qy840t rvPRIWCX25 GskEILxyINZAYTU48VheqjuDd3gSy04axMYxttvcGa3clgMkSra4Q9f9oTyApRT9 py20I9VKCO4U/S7TEGID1oDFPO3VOUN
</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
</KeyDescriptor>
<NameIDFormat>urn:mace:shibboleth:1.0:nameIdentifier</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</NameIDFormat>
<AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://xploreuat.ieee.org/Shibboleth/Shibboleth.sso/SAML2/P0OST" index="
<AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST-SimpleSign" Location="https://xploreuat.ieee.org/Shibboleth/Shibboleth.sso/SAML2/P0



@ Security Assertion Markup Language (SAML)

e SAML 2.0 - de facto OASIS standard za Federacije Identiteta akademske zajednice

SAML 2.0 Web Browser Single Sign On Profile
SAML V2.0 Deployment Profile for Federation Interoperability - SAML2int

e SAML Metapodaci - XML dokument koji opisuje SAML entitete

SAML Metadata Specification




0¥

Struktura metapodataka Federacije

e Metapodaci moraju da imaju odgovarajuéi nivo
zastite.

« Ne postoji predefinisani redosled entiteta.

e | drugi entiteti mogu biti registrovani u okviru
metapodataka, ali su ti uglavhom Davaoci
Identiteta i Davaoci Servisa

-

—

Signed by -
Federation Operator

~

a B o

~\

IdP IdP

IdP IdP

-~

®EEE
e

IdP
IdP

J

J




Proces autentifikacije

SP

.

o

Discovery
Service

~

&

Where Are You From?

University B Login Page

Welcome at Resource

@'9 [https://www.resource.ex/ |

C:":D [ https://www.wayf.ex/

¢E> [ https://www.uni-b.ex/

¢E> [ https://www.resource.ex/ |

Select your Home Organization

[Unversiy A |

[ HosptalC ¥

Authenticate yourself

asswors [ ]

| cancel | | ox.l

Hans Muster's Content:

Your Online Content:
Medical Training 1 &
“ T
Live Stream 3

Access Service

Choose Home
Organisation

Provide credentials

Use Service




SAML tok autentifikacije

r Agen I;;rw;; Pr;vi;;r Identity Provider]

Do I have a security context for this UA?
Hm, no, so I'm going to establish one...

1. User Agent attempts to access
some resource at the Service Provider 2. Service Provider determines

Identity Provider to use (methods vary,
/ details not shown)

\

3. <AuthnRequest > message
issued by Service Provider to Identity Provider

\

<4. Identity Provider identifies Principal (methods vary,|details not shown)

>
5. <Response> message issued by Identity Provider to Service Provider
-
6. Based on the Identity Provider's
response identifying (or not) the Principal,
the Service Provider either returns the resource or
__an (HTTP) error
\/ \j \

Figure 1




tatg SAML IdP i SP implementacije

Shibboleth

9% Shibboleth.

SimpleSAMLPHP

Microsoft
ADFS

IdP and SP
Implementations

mod_mellon pySAML2




25 Shibboleth SP

Web server

mod_shi
bd

Operating System




5

Shibboleth SP

attribute-map.xml

attribute-policy.xml

security-policy.xml

shibboleth2.xml

)
P

&
©




25 Shibboleth IdP

« Authentication Engine
e Attribute Resolver
e Attribute Registry
e Attribute Filter . User

database
e Metadata Attribut

(S

Resolver :
Attribut

e
Registry

Metadata

Attribut
e
Filter



@ Authentication Engine

e Zasnovan na Spring Web Flow

: .. Najpopularniji
« Login opcije: /

e Password

e RemoteUser

« RemoteUserinternal Gde specificirati koji e tip

« X509 autentifikacije biti koriS¢en ?

* X509Internal /opt/shibboleth-idp/conf/authn/*
o SPNEGO / Kerberos . . *
. IPAddress /opt/shibboleth-idp/conf/c14n/
o External

e Multi-Factor

» Function Gde mogu da nadem dostupne
e SAML

tipove?
/opt/shibboleth-idp/auth/...



tatg Attribute Resolver

« Inicijalni fajl i primeri su ve¢ ponudeni

o /opt/shibboleth-idp/conf/attribute-resolver.xml
e Sadrzi:

+ DataConnectors

o Attribute definitions

e Attribute Resolver se oslanja na Attribute Registry




ah . _
Q‘Jo DataConnectors IAMRES konektori

_____ i = ——>

DataConnector Plugin Types
» Static

‘ ScrlptedDataConnec The connectivity details can be specified in ldap.properties to

share them with your authentication settings if desired.

——

<DataConnector id="myLDAP" xsi:type="LDAPDirectory"
ldapURL="%{idp.attribute.resolver.LDAP. ldapURL}"
baseDN="%{idp.attribute.resolver.LDAP.baseDN}"
principal="%{idp.attribute.resolver.LDAP.bindDN}"
principalCredential="%{idp.attribute.resolver.LDAP.bindDNCredential}"
useStartTLS="%{idp.attribute.resolver.LDAP.useStartTLS:true}"
connectTimeout="%{idp.attribute.resolver.LDAP.connectTimeout}"
trustFile="%{idp.attribute.resolver.LDAP.trustCertificates}"

« RelationalDatabase
° LDAPDlrectory responseTimeout="%{idp.attribute.resolver.LDAP.responseTimeout}">
<FilterTemplate>

o HTTP <! [CDATAI

%{idp.attribute.resolver.LDAP.searchFilter}

e« Computedld
» Storedld

. Pairwiseld

e Subject 11>
</FilterTemplate>
° Storageservice <ConnectionPool
minPoolSize="%{idp.pool.LDAP.minSize:3}"
: : maxPoolSize="%{idp.pool.LDAP.maxSize:10}"
¢ Ent]tyAtt”bUteS blockWaitTime="%{idp.pool.LDAP.blockWaitTime:PT3S}"

validatePeriodically="%{idp.pool.LDAP.validatePeriodically:true}"

validateTimerPeriod="%{idp.pool.LDAP.validatePeriod:PT5M}"

expirationTime="%{idp.pool.LDAP.idleTime:PT10M}"

failFastInitialize="%{idp.pool.LDAP.failFastInitialize:false}" />
</DataConnector>




@ Attribute Definitions IAMRES definicije atributa

_7
Attribute Definition
« Simple
e PrincipalName
e Scoped
»  Prescoped Koju definiciju atributa odabrati?

»  RegexSplit

o ScriptedAttribute
Mapped

o« Template

e SubjectDerived

» ContextDerived

o Decrypted




tct@ Attribute Registry

iAMRES Sema atributa

Attribute Schemas

samlSubject.xml

eduCourse.xml

inetOrgPerson.xml

eduPerson.xml

schac.xml m

Lokalne seme - rsEdu.xml

conf/attribute-registry.xml,
conf/attributes/default-rules.xml,
o conf/attributes/custom/

https://wiki.refeds.org/display/STAN/Schemas




0 1 y iAMRES di icki filt
tatb Attribute Filter /' inamicki filtar

Inicijalni fajl i primeri su ve¢ ponudeni
. /opt/shibboleth-idp/conf/attribute-filter.xml

. Definicija pravila za svaki SP

. Definicija pravila za svaki atribut

Upotreba i konfiguracija dinamickog filtra:

. %uested atributi mogu biti specificirani u
etapodacima (SP ili Federacija)

. IdP_moze biti konfigurisan da automatski salje skup
atributa definisan u SP metapodacima




@ iAMRES Federacija Identiteta

Atributi u OpenLDAP bazi: Atributi koje IdP salje:
° uid d cn
° cn ° eduPersonPrincipalName
° eduPersonPrinci ° givenName
° givenName ° o/o o
° o} ° eduPersonAffiliation
e rsEduPersonAffiliation Attribute e eduPersonScopedAffiliation Attribute
° rsEduPersonScopedAffiliation solver e sn Filter
° sn ° displayName
e  userPassword e mail . — SP
° displayName ° eduPersonEntitlement
e  mail e ™ schacPersonalUniqueCode (ESI)
e  rsEduPersonUniqueNumber ° schacHomeOrganizat@on
e  eduPersonEntitlement e  schacHomeOrganizationType
° rsEduPersonLocalNumber ° eduPersonAssurance
° persistentent NamelD
° eduPersonTargetedID
° samlPairwiselD
https://docs.amres.ac.rs/uputstva/ldap/uvod/ https://docs.amres.ac.rs/uputstva/shibboleth/shibboleth/




@ iAMRES Federacija Identiteta i eduroam

Q¥ AMRES

Akademska mreka Srvije

Lo
oin Prijavite se na AMRES TESTSP

Enter your username and EaSSWOI’d

Username| { korisnik@institucija.ac.rs l Korisnicko ime
Password: |unu" l Open LDAP korisnik ]
Lozinka

D Ne pamti moju prijavu

Shibboleth / SAML

RADIUS O
servisu.

uid uid
userPassword cn
eduPersonPrincipalName

givenName

E] Ponisti raniji pristanak za

prosledivanje podataka ovom

o
rsEduPersonAffiliation
rsEduPersonScopedAffiliation
sn

userPassword

displayName

mail
rsEduPersonUniqueNumber
eduPersonEntitlement
rsEduPersonLocalNumber




@ Kategorije entiteta

° Grupa entiteta koje imaju zajednicke karakteristike
° SP mora podrzavati odredene zahteve
° Federacija odlucuje o deklarisanju i pristupanju SP kategoriji
° Olaksavaju slanje atributa od IdP ka SP
° Politika slanja atributa je definiSe samo jednom, a ne za svaki SP
° Ne mora ih menjati ukoliko se u okviru kategorije deklarisu i novi SP

° IdP veruje svim servisima koji su deo kategorije

Tehnicka implementacija:

SAML atribut kojim se taguju metapodaci IdP i SP entiteta - SAML V2.0 Metadata Extension for Entity Attributes

iAMRES kategorije entiteta:

1. Research and Scholarship (R&S)
2. CoCO (GEANT Data protection Code of Conduct) v2
3. SIRTFI (Security Incident Response Trust Framework for Federated Identity) v2

https://wiki.refeds.org/display/ENT/Entity-Categories+Home



https://tools.ietf.org/id/draft-young-entity-category-06.html#SAML2MetadataAttr

tatg Research and Scholarship (R&S)

Minimalni zahtevani skup atributa:

eduPersonTargetedID (ePTID)

eduPersonPrincipalName (ePPN) - iAMRES: JEDINSTVEN | NEPONOVLJIV (unique and non-reassignable)
email

displayName

sn

givenName

eduPersonScopedAffiliation (ePSA)

https://refeds.org/category/research-and-scholarship




5

CoCo (GEANT Data protection Code of Conduct) v2

%  CoCov1 - 2013 - zasnovan na EU zakonskom okviru iz 1995 ( 95/46/EG - Data Protection Directive)
%  CoCo V2 - 2022 - zasnovan na EU zakonskom okviru iz 2018 (“GDPR”)

Da bi se deklarisao kao CoCo, IdP treba da:

e Salje samo atribute koji su zahtevani u SP metapodacima kao «isRequired="true">»
e  Ukoliko SP zahteva odredenu vrednost multivalue atributa, IdP treba da posalje samo tu vrednost
e Informise korisnika o rukovanju atributima kroz PrivacyStatementURL

Da bi se deklarisao kao CoCo, SP treba da:

e Bude lociran EU/EEA i da podleze EU zakonima

o  Slanje podataka o korisnicima regulisano je kroz GDPR

o  Zahteva se samo minimalni set obaveznih atributa
e Zahteva neophodnih atributa kroz RequestedAttribute statement u obliku «isRequired="true">»
e Informise korisnike o obradi li¢nih podataka na Privacy Policy stranici

https://refeds.org/category/code-of-conduct/v2




. SIRTFI (Security Incident Response Trust Framework
Q‘:‘o for Federated Identity) v2

e Samostalna procena mogucnoti reakcije na incidente
- Operational Security [OS]
- Incident Response [IR]
- Traceability [TR]
- Participant Responsibilities [PR]

e Dodati security kontakt u metapodacima

e Obaveza da se obaveste relevantni entiteti u slucaju incidenta

https://refeds.org/wp-content/uploads/2022/08/Sirtfi-v2.pdf




@ iAMRES trening

VM hostname - idp.institucijaN.amres.ac.rs

e Scope LDAP aributa i shibboleth scope - institucijaN.amres.ac.rs

e Sertifikati - /etc/ssl/privatei /etc/ssl/certs

e Slack - #iamres-trening-dec-2024

e  OpenLDAP https://docs.amres.ac.rs/uputstva/ldap/uvod/

e Shibboleth https://docs.amres.ac.rs/uputstva/shibboleth/shibboleth/



https://docs.amres.ac.rs/uputstva/ldap/uvod/
https://docs.amres.ac.rs/uputstva/shibboleth/shibboleth/

